USB - Blocker PLUS

PRODUCT
INFORMATION

@
A 4 .
| INSTITUT FUR SYSTEM-MANAGEMENT



Protection against data theft and import of viruses

USB-Blocker PLUS

Management Summary

Internal data are ignored and/or neglected culpably by the employees for the
annoyance of many administrators. Thus data are exchanged frequently for
example by user friendly USB memory sticks, CD-ROM, DVD, floppy disk or
external hard disk, without testing these devices for sensitive databases.
Therefore enterprise networks are threatened by viruses in spite of using
firewalls.

A further big danger is data theft via storage media. Employees influence
unintentionally or wilfully the security of company networks by using several
mass storage media.

By the USB-Blocker PLUS all devices managed by the Windows Device
Manager e.g. the use of external (USB sticks) and internal (CD-ROM, disk
drivers) storage media are regimented on all clients.

Benefits of the USB-Blockers PLUS:

Facilitation of work in the IT risk management of enterprises

Protection of all interfaces (USB port, PCMCIA, fire wire)

Sustainability by building the USB-Blocker up to Windows Device
Manager and regimentation of all listed devices

Control of all external and internal storage media

Access control by group membership

Differentiation of individual devices or device groups possible

ADS and NDS function
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Economic effects:

@ Mass storage media are no risk any more

@ Prevention of data theft and protection of the enterprise network

@ low costs and low integration and installation expenditure (additional
server not necessary

The USB-Blocker PLUS does not lock the entire USB port. The administrators
are able to make different hardware components like printer or scanner
available for the employee. Therewith the access can be allowed or denied
specifically for individual users.
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Initial Situation

By application of storage media
several risks are generated:

@ unauthorised use of software
(license offences)

@ unauthorised access on data
(data manipulation)

@ unauthorised use and transfer
of company internal data
(privacy and company secrets)

@ import* of viruses.

These risks enhance the pressure
on the IT Management to increase
the internal security of company
networks.

Data theft or import of viruses by
means of storage media have to be
prevented. However, the functions
and working  procedures of
business processes must not be
influenced negatively.

In the first step of safeguarding the
company networks by the USB-
Blocker PLUS the use of all storage
media can be forbidden. Normally it
is not possible to disconnect the
USB port in general, because
several external (authorised)
devices like scanner or printer must
be still available.

In the second step the use of
selected devices can be permitted
selectively for the user.

By the use of USB-Blocker PLUS
the access control  affords
configuration of the storage
medium by means of access
control mechanism in the Active
Directory (ADS) or Novell Directory
(NDS).

Fig.1  The employee ,Journalist” is allowed to use the devices keyboard, screen and

camera on his local workstation.
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Functionality

In the case of Ilocking or
authorisation of storage media to
use there is a differentiation
between device class, service
affiliation, device ID and further
properties. In order to guarantee a
clear identification of devices, it is
possible to combine these
properties.

The USB-Blocker evaluates the
different properties of the used
devices. During the plugging
process the USB-Blocker PLUS
recognises these device properties
and examines if there is a user
group that belongs to the device
type ascertained by Windows and if
the applied user is a member of this
group. (These groups can exist as
well in ADS as in NDS.)

If there is no membership, the
ejection mechanism of Windows is
activated and a window informs the
user about this process. During this
process the pc is locked in order to
prohibit that the user is able to
influence this ejection process.

Internal devices like CD ROM and
disk drives are not able to eject, of
course. In this case an
unauthorised use is stopped by
deactivating internal devices via
USB-Blocker PLUS.

The group ,hw_d_USBSTOR*
is applied by USB-Blocker

The employee ,Journalist* is not
a memeber of the group and is
not allowed to use USB sticks!

The employee ,Journalist*
tries to plug his USB mass
storage to his office PC, in
order to copy data.

The USB-Blocker PLUS examines
during plugging the USB stick if
the employee ,Journalist” is a
member of the accordant group.

As he is not, a locking desktop
appears. The employee
»Journalist is able to go on
working if the USB stick is
removed.

\ 2

I INSTITUT FUR SYSTEM-MANAGEMENT




Protection against data theft and import of viruses

USB-Blocker PLUS

Active and Novell Directory Service

USB-Blocker PLUS and ADS

The application of USB-Blocker
PLUS in networks with Active
Directory enables an evaluation of
local groups and groups in ADS. If
a domain user registers to the pc all
USB-Blocker PLUS relevant groups
and user memberships in the ADS
are required and buffered locally.
This buffering is used for the
maintenance of the blocking
function in the case of a not
existing domain-connection.

USB-Blocker PLUS and NDS

By the USB-Blocker’s connection to
the NDS a broad support of
existing network infrastructures is
possible. The configuration in NDS
is done in the same way like in the

ADS, via user groups, which
enables a support of existing
organisational structures in the

NDS. The NDS function can be
activated as an additional option.
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Fig. 2  Adding of users ,Fritz*, ,Karl* and ,Otto" to the group hw_d_USBSTOR in the Active

Directory. For these users the access to the USB port is allowed.
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Integrated in bi-Cube® IPM

As integrated component in the
developed solution of iISM’s bi-
Cube® IPM, it is also possible with
the USB-Blocker PLUS, to process
an automatically and rule based
allocation of authorizations, for
external and internal hardware, by
roles.

Therefore, it is feasible with this
matured role management to
allocate authorization profiles, clear
and structural. This is optimal for
the setup and process organization
in the enterprise.

The results are at high security

standard and additionally a
reduction of administration
complexity.

The roles are centralized defined,
and decentralized assigned to the
employee, according to the
competence, or job position.

The employee is automatically a
member of a group in the active
directory or ‘Novell directory’, and
receives all,
authorizations.
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Integriert in  bi-Cube® IPM

An additional advantage is the
extensive bi-Cube®  -based
analysis and log function, in the
new integrated USB-Blocker PLUS.

With the assistance of a log viewer,
all local log files are analyzed.

USB-Blocker events can be
comfortably activated and analyzed
by a web surface. Furthermore, it is

possible to export reports of the
web surface into the known csy-
format, or to send them through
automatically generated e-mail.

Thus the connection of the USB-
Blocker PLUS to the Identity &
Provisioning  Management  bi-
Cube®, offers a broad variety of
functions for the administrator.

A

bi-Cube® IPM Web

§

%% bi-Cube® Configuration Manager
Datei Seite @nsicht Tools  Hife

6 O

Serice Center  Dokserver  30P-Tools  Cempliance Sprache [Dewscn +] | Hilfe | Abmelden
Logon: y000001 [ Filtsr [_Daten anzeigen ) | [Daten anesigen [neues Fenster] | | [ osvEsport | B
Sitzung endet i 43:53 min e

hutzen Sie die Fitter um die Anzeige der Daten einzuschranken. YWas Sie in die Filter eingeben kinnen erfahren Sie, wenn Sie mit der Maus Gber das

pri Sie die Enter-Taste.

bi-Cube’ ||

/Lizence & B
I Administration durch:
Airtin bi-Cube 5 ) . = ’a
‘ bi-Cube™ IPM - Configuration Manager = phain Beschreibung’ |
It I =l rStart "iSM USH Block” service start..
& | & = |[E biLube Gerven | S #éa):ﬁ;d@ei%?—mus%"
= by Error in EnumGroups on DECMDCO03
zence | Install-Check Log Report ] (MetGroupEnum) Code: 2221
7] Tip Datum_|_Uhizeit | Guelle Meldung # | Broupnto ﬁ;ﬂzﬁj’sub“g;fg;’ﬂi:fj";) .
C:\Pragramme)iSidatatlogh @Inlnrmatiﬂn 20070349 160328 ecdoc_do Programdcoount : yI20048 e
bicube @Inlormation 2007-0919  1603:28 ecdoc de Programdeccount [impersanate/lagan) : cor roupinfo (SMAcmin@LANDHALSH):
&Wamung 20070919 1E:04:03 ecdoc_do Bind : LDAP:#/contosa, com/RootDSE fail: Errar in EnumGroups on DED DCOO3
M\Warung 20070319 160403 ecdoc de £DsGchema NO read e (NelGroupEnum) Core: 2221
@Inlnrmatim 20070819 16:04:03 ecdoc_de DataFile0UT : contoso.com_20070312_1¢ b DeviceGroups; hw_cl_ushstor
(@) Information 20070919 16:04.08  endoc_do DataFilsERR : contoso.com_20070312_1¢ Fror_el_ushistor_01 hvv_sv_uisbstor
(&) Information 20070319 160403 endos_do DataFileTHP : contoso. com_20070312_1¢ e UserDeviceGroups ;
) Irfomation 2007-0913 160403 ecdoc_de Exchange User - cn=y000004,ou=bi-cube, I DN St
A\warung 20070319 1E0424 ecdoc_de Bind - LDAP:#/cortoss coméRootDSE falk E;‘j;f;‘::fjigﬂggﬁ;lﬁz“g
@Inlurmahun 20070319 16:04:24  ecdoc_dc Loop Device" (Removesblehlods: Laufwerke
@Inlnrmatiﬂn 2007-0819  16:04:24  ecdoc_de Exchange User : cn=yp000004.0u=bi-cube, lequDevices "USB-Massenspeicherger sty USE-
Warnung 20070319 16:04:45 ecdoc_de Bind : LDAP://contoso. com/RoatDSE faile i
® infomation 20070919 150445 ecdoc_de Loop il
@Inlurmahun 20070319 16:04:45  ecdoc_dc Loop Massenspeichergerat”)
@Inlormation 2007-03-19  16:04:45  ecdoc de datalM. CloseDataFile Start try ta remove Unauthorized devics
@Inlurmahun 2007-03-19  16:04:45 ecdoc do fso.DeleteFile - C:\ProgrammeNiSMidatata {3y USBWID_DE£0ZPID_2168
@ Information 20070919 16:04:45 ecdoc_de fso.MaoveFile - C\ProgrammebisMidatating emoveDevices 1 823403468970058
@) Irfomation 20070913 15:04:45 ecdoc_de DataFiOUT :cortoso.com_20070312_16 e R
@Inlormation 2007-09-19  16:04:45 ecdoc_dc fso.CapyFile fso - C:\Programme’iSh idats Bt e e
@Inlnrmatim 2007-0319  1R:04:45  ecdoc_do Progiaméccount : contaso com'y (20045 USEWID OEA0SPID 2168
@Inlormation 2007-0919  16:04:45 ecdoc_dc Programbccount (impersonate/lagoff) : vz o eimoveDevices \62840346E970058
i = |ISERAN AEANSOIN 2188

oL

\ 2

I INSTITUT FUR SYSTEM-MANAGEMENT

S




Protection against data theft and import of viruses

www.usb-blocker.com

USB-Blocker PLUS

Tool for analysis and configuration

USB-Block Admin

In order to realise the security
function, it is necessary to be able
to evaluate the device properties
and their context.

Due to analysis intentions the iSM
has developed the USB-Block
Admin, which can make the
required data available for the
administrator. With the received
data it is smoothly possible to
generate the necessary groups on
the local pc in ADS or NDS.

i USB-Blocker Admin

Configuration

Furthermore this administration tool
offers the possibility to do all
program settings comfortably via
only one surface. Compared to the
configurations by means of setting
files this surface is an improvement
mainly concerning the administrator
job, because the comfort s
increased definitely.
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Key Benefits

o

—_—

N

I INSTITUT FUR SYSTEM-MANAGEMENT

By using the USB-Blocker PLUS there is no connection available,
which enables use of not-released hardware components.

The USB-Blocker PLUS controls every change in the Windows device
Manager. The outcome of this is the sustainability, because even not
yet known devices will be able to be ejected or to be deactivated in the
future.

By having an overview about storage media that are allowed to use the
job of the IT management to secure the company’s network is eased
very much

The USB-Blocker PLUS is a security tool, which protects next to the
USB port also fire wire interfaces or PCMCIA ports against
unauthorised access.

Depending on the user that is logged on, the use of different ports is
allowed or locked for the accordant devices. (selection)

The USB-Blocker PLUS provides a broad support of existing network
infrastructures because of the connection to ADS and NDS.

Because of Wildcards in both operating systems it is possible to
approve different devices of one and the same developer or vendor
with only one group. In order to express the wildcards “starlet” or
“question mark” character combinations can be defined at the USB-
Blocker PLUS.
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System Requirements

The USB-Blocker PLUS can be installed on the following systems:

- Windows 2000
- Windows XP
— Windows 2000 Server
- Windows 2003
For administering the groups the following systems can be used:
— Active Directory (ADS)
— NovellDirectory (NDS)

- NT4
- local Windows groups

20 MB of free space during the installation
Installation type:

Demo version:

Setup with optional language (German or English).
License version:

Individual setup for every customer. Building of MSI and MST packets for network
distribution.
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ISM —Institut fir System-Management GmbH
Oldendorfer Str.12

18147 Rostock

Germany

Tel. +49 (0)381 37 57 3-0
Fax +49 (0)381 37 57 3-29

E-Mail: info@secu-sys.de
Web: www.secu-sys.com

© Copyright Institut fir System-Management

Information about iISM products is subject to the updating utility. They can deviate independently of it
in insignificant points of the functionality of the current versions in the sense of the advancement of the
products. In this document mentioned names about persons and/or enterprises or other objects are to
be understood than fictitious examples, as far as it is not differently proven.

The reproduction or transmission of this document for any purposes (also in part) is permitted in
principle only with written permission of the iSM.
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